We propose and experimentally demonstrate a method for generating and sharing a secret key using phase fluctuations in fiber optical links. The obtained key can be readily used to support secure communication between the parties. The security of our approach is based on a fundamental asymmetry associated with the optical physical layer: the sophistication of tools needed by an eavesdropping adversary to subvert the key establishment is significantly greater and more costly than the complexity needed by the legitimate parties to implement the scheme. In this sense, the method is similar to the classical asymmetric algorithms (Diffie-Hellman, RSA, etc.) 
Introduction
Secret key distribution has always been a challenging problem in secure communications. Today the most adopted key distribution methods are based on asymmetric, or public-key, cryptography. Key establishment schemes, such as Diffie-Hellman, and public key algorithms like RSA, are only as secure as the supposed intractability of their underlying algorithms, and recent advancements in quantum computing algorithms, such as Shor's algorithm, threaten to undermine the future utility of public key schemes. The only solid alternative known today is quantum cryptography, which provides unconditional security. However, in most cases it is a very expensive solution suitable only for the most critical applications and thus the development of simple, cheap and efficient methods of key distribution is a high priority.
One promising approach for secret key establishment is to exploit the properties of the underlying physical layer communications to arrive at secret keys. Physical layer secret key establishment has been successfully demonstrated in the wireless domain [1, 2] , where the channel reciprocity properties of the wireless fading channel provide the basis for key establishment. These approaches are not applicable to large metro and long-haul networks, where the transmission medium is necessarily an optical fiber. The physical layer underlying optical communications is dramatically different than in wireless communications, and thus devising physical layer secret key establishment for optical networks requires a different approach.
The history of secure fiber-optic communications is quite rich. There are dozens of papers addressing the subject using different approaches. However, most of them, as will be discussed later, use naive assumptions that an adversary does not know a secret parameter or a code, used by the legitimate users; or even the assumption that Eve cannot implement a "complicated" method of data extraction used in the system. Further, these methods do not exploit any asymmetries associated with the physical layer itself.
We present a secret key establishment scheme for optical communications that utilizes the properties of the optical physical layer. Specifically, our approach is based on monitoring phase fluctuations within the fiber optical medium and works under the assumption that the adversary knows all possible information about the system even while it is working. The approach is 'asymmetric', which means that an implementation of an eavesdropping system (which is discussed later in the paper) is significantly more complicated and costly than building the system itself. Having these two properties combined in the same system makes it advantageous with respect to previous approaches and efficient in terms of amount of work that legitimate parties must use in order to impose serious complications for an eavesdropping adversary.
Method overview
The proposed method of key distribution is built on the idea of a large-scale interferometer that detects phase fluctuations in the fiber links between the communicating parties. The simplest realization of the method is shown in Fig. 1 , where Alice and Bob are the terminals of a large Mach-Zehnder interferometer. The observed output signal is the result of interference of the two optical fields shifts in the two arms of the interferometer. The effective splitting coefficient x is given by
It only depends on the relative phase shift ∆ϕ between the arms, and is the same for both directions of propagation. Since the phase in a long interferometer constantly fluctuates, the coefficient x is a function of time. Thus measuring the same function x(t), Alice and Bob have shared common randomness that can be used to generate identical secret keys. The interferometer is fed with a broadband light source from both sides to prevent direct phase tracking in both arms by the adversary Eve. Moreover, since phase fluctuations are spread across the full length of both fibers, Eve cannot substitute a part of the interferometer with her own setup. Instead, to conduct an attack she would require knowing the full characterization of the entire interferometer. The use of such a vast chaotic system as a fiber link places many restrictions on the potential strategies that Eve can use to eavesdrop, and we discuss this in detail in the security analysis section below.
Previous approaches to securing classical optical communications
In spite of popular belief, even in the early days of optical communications it was clear that an optical fiber did not provide physical protection from eavesdropping. Although tapping a fiber optic cable is a more complicated task that tapping an electrical wire [3] , several methods of doing this were discovered, including the leaking of light when the fiber is bent, making a directional coupler by fusing with another fiber, the etching of silica cladding to expose the core, etc. Consequently, a standard assumption for all optical communication security models has been that the adversary has access to the transmitted signals, and thus the transmission should be secured by means other than relying on the physical sanctity of the medium.
Initially, several efforts to make transmissions more protected involved avoiding on-off keying modulation, where all data is clearly visible. The use of phase modulation, carrier-hopping or other techniques, where the intensity of the carrier remains constant also does not provide additional protection, since the same type of demodulator and detector used by the receiver can also be used by the adversary. This led to a substantial interest in making detectors parametrized by a secret code/feature, for which is it not possible to recover data without that code.
One of the first implementations of this technique [3] [4] [5] [6] used a phase modulated broadband signal with homodyne detection. Without knowing the path difference in the imbalanced interferometer used, it is impossible to recover the data. Later approaches used more sophisticated modulators/demodulators, including the use of a secret optical CDMA code ( [7] and references therein). A combination of this "secret parameter" approach with stealth signal transmission in the background of a conventional data stream, resulted in a number of steganographic methods used for improving data privacy at the physical layer [8, 9] . Some methods involve a secret channel scrambler [10] or code scrambler [7] that makes the transmission virtually undetectable unless the same de-scrambler is used.
An interesting approach was proposed in 2000, where it is claimed that if Bob and Eve have statistically independent noise in their measurements, then there exist a secure key expansion protocol [11] . Realization of this protocol, usually called Y-00, can deliver very high data encryption rates up to Gb/s range [12] . It, however, also requires a pre-shared secret key, which is later expanded via pseudorandom bit generation. Therefore this method belongs to the class of "secret code" techniques, which are applicable only under special circumstances where preshared secrets exist.
However, all these "secret parameter" or "secret code" methods should be used with caution since a powerful adversary can learn the required settings of the decoder and use them for eavesdropping. The problem is particularly serious since, if the "secret code" is fixed, it eventually can be guessed or deduced by the adversary, and there has been an abundance of approaches developed to infer such secret codes. However, if the codes change with time, then the question arises as to how to secretly distribute the codes between the parties. The ultimate solution here, one-time pad encryption (see e.g. [13] ), involves encrypting every bit with its own key stream bit, but this only turns the initial problem into another classical security problem-that of key distribution. In short, in order to achieve security one must assume a prior security problem has been solved. More information about some methods mentioned can be found in comprehensive reviews [7, 14] .
In virtually all of the methods above their authors utilized increasingly complex terminal equipment, trying to prevent data detection by the adversary. Unfortunately, in all of the systems described, a copy of Alice's or Bob's setup would also work for Eve, making the system completely insecure.
Recently there were attempts to use conceptually different ideas based on extensive statistical analysis and noise-like transmission with a feedback [15, 16] , however they proved to be insecure due to errors in the security analysis [17] .
An interesting classical key distribution system was proposed by Scheuer and Yariv [18] , where a communication line becomes a giant fiber laser, and choosing different terminal mirrors allows one to obtain anti-correlated sequences of data at the line ends. This method has been further advanced in order to produce higher key generation rates [19, 20] , however, there is still a lack of proof that the system is secure under an attack where the adversary directly measures the reflectance spectrum of the mirror used. On the contrary, it is clear that such a simple attack or a modification thereof may ruin the proposed expensive and technologically-advanced system.
The last method we would like to stress upon is a Sagnac interferometer-based communication system, proposed in [21] and also in [22] . It is a large Sagnac loop with an off-center transmitting phase modulator and a centered modulator generating phase noise. This is the only system that provides asymmetry in eavesdropping. For Alice and Bob it is a simple data transmission system, where, due to the interferometer used, Bob sees plain intensity-modulated data sent by Alice. However, for Eve it is relatively difficult to recover this data. A possible strategy (which became feasible much later than the method was proposed) is in precise measurement of phase shifts of Alice's entire setup in both directions. Doing simple math with the two obtained functions allows one to reconstruct the data, but as we already mentioned, this is an example of a strongly asymmetric method.
To the best of our knowledge, this completes the current list of classical security methods applicable to fiber-optic communications. Of course there is a large body of quantum cryptographic methods, including the famous BB84 and B92 protocols, but they are out of the scope of the present paper. To summarize the related work, there are only a few methods that can be used without any prior shared secrets, and these methods are vulnerable to certain types of (simple) attacks. Other methods, which require a pre-shared "code", are also important, but require an initial sharing of a secret, which would require solving the equivalent security problem of key distribution (e.g. using quantum key distribution) before they could be used, and thus are quite limiting. Hence, a practical optical-based secret key distribution technique that does not rely on prior security contexts is highly desirable, especially if it ensures that the complexity of potential eavesdropping is significantly more than required of legitimate parties.
Potential applications
The proposed method allows for the generation of identical (random) secret keys at the two ends of the interferometer. As the method does not use any artificial phase scramblers or noise generators, which can be actively read out by Eve and instead uses random phase fluctuations in the whole length of the fiber link, it provides natural protection from eavesdropping. Moreover, it does not require any pre-existing "secret" between Alice and Bob.
As we already pointed out, our approach cannot guarantee absolute key protection. It only creates very serious technical challenges for the potential adversary. Thus, the use of the method by itself might not be sufficient for critical applications. However, we note that it may be used in conjunction with other security methods. For example, it is natural to envision our key establishment method being used to establish a key for AES encryption, and then further encrypt such data using public key cryptography. The net result would be that Eve would require not only computing power much superior to Alice/Bob's, but also much more advanced optical technologies! Some challenges in real applications of our method will be connected with a limited key generation rate. As will be shown later, key generation rate under typical conditions is of the order of 250 bits/s, which is much lower, than typical data rates in optical networks. However, this is not much different from the situation with conventional public key cryptography, where the asymmetric protocol itself is used for generation of session keys, which are then used for a much faster symmetric encryption. The generated key can as well become a seed "code" required by some other fiber optic security schemes, which allow encryption at the line rate [7] Another challenge is in extension of the potential key distribution range. Without any modifications the method works up to the length, limited by the fiber loss. Using sensitive low-speed photodetectors and relatively high input power one can easily cope with a 40 dB attenuation, which translates to some 200 km in the ideal case and around 100+ km in practice. Going beyond this will require the use of optical amplifiers. As both fibers used in the setup carry a bi-directional stream of light, bi-directional Erbium-doped fiber amplifiers (EDFAs) will be required. Examples of their use have been successfully demonstrated in [23, 24] , which provides some optimism for the future expansion of the method.
In the next section we provide details related to phase fluctuations in fiber optical links, which serve as the basis for the proposed method. Next we discuss security-related questions and formulate several necessary modifications, which make the system protected from eavesdropping. Section 4 provides details about the experimental demonstration and main results obtained in the experiments. We also analyze the achievable key generation rate and provide a simple algorithm of key extraction. In conclusion, we give a brief summary of the obtained results and a short discussion about future work towards practical realization of this secret key distribution method.
Phase fluctuations in fiber optical networks
Until very recently, phase fluctuations in fiber optical networks were largely ignored since all conventional forms of optical communication were immune to these line imperfections. Even with the migration to coherent optical transmission, phase fluctuations have a negligible impact since they are orders of magnitude slower than the data rate, so bit-to-bit phase fluctuations can always be ignored. A much more critical issue for coherent optical links is fluctuation of a Unlike the above mentioned applications, our key generation approach takes advantage of phase fluctuations and uses them as a source of randomness. In order to better understand underlying physics we collected some information about phase fluctuations. One interesting study of phase fluctuations was published in [31] , where commercially installed optical fibers were used. For comparison with this work and validation of our experimental demonstration, we performed a series of experimental measurements in our laboratory environment.
Clearly, phase fluctuations depend on the length of the fiber and the environment where the fiber is located. In our study we measured phase fluctuations using a Mach-Zehnder interferometer similar to the one used in [31] . Three different lengths of the interferometer arms were chosen to explore phase jitter. In all experiments we measured optical intensity in one of the interferometer outputs, which is proportional to 1 + cos ∆ϕ(t), where ∆ϕ(t) is the relative phase between the two arms. Figures 2 and 3 show samples of measured waveforms and their spectra calculated via Fourier transform of a long measurement series.
As expected, the time scale of measured fluctuations is directly related to the length of the interferometer arms. For the shortest interferometer with 2 m long arms the phase changes noticeably over periods of roughly 10 seconds and the amplitude of phase changes is such that the phase shift never exceeds π in the 1000 second long series. A Fourier transform of the wave-a.
b.
c. Our study demonstrated that measured phase fluctuations, especially in the long interferometer, are mainly due to the presence of acoustic noise in the lab environment: such an interferometer is extremely sensitive to sounds and even slightest vibrations. Slower effects such as a temperature change also contribute to fluctuations: intentional temperature change of the interferometer arm leads to a strong phase drift and thus to fast, nearly periodic intensity oscillations.
Our obtained results are in agreement with the experiment performed in a real telecom network [31], which allows us to generalize our further laboratory experiments to the case of real communication lines.
Security discussions
Realization of most security algorithms is often connected with an operation or a function that is able to be performed only under some very specific conditions accessible by the legitimate users. In quantum cryptography, meaningful measurement of a quantum state can be made only if there were no previous attempts of measuring it. In conventional asymmetric cryptography, factorization of a large number is possible only provided that one factor is known. Secret key generation in wireless systems [32] is possible because fading channel characteristics are unique for a pair of antennae, and cannot be measured by a third party. In the optical world, there is also an operation which can be performed only if some very rigorous conditions are satisfied -this is a measurement of an optical phase.
The difficulty of phase measurement is directly connected with the incredibly high rate of the phase change. At optical frequencies phase rotates with the speed of 10 15 rad/s, which is not trackable, even by complex and powerful tools. The only known and potentially achievable method of phase measurement is via interference of two optical fields. In this way a relative phase or a difference between two optical phases can be accessed.
Another strong limitation is bandwidth: in most situations (usually called incoherent addition of light) even the difference of two optical phases falls far beyond potentially measurable bandwidth, which is limited by hundreds of gigahertz. Thus, a meaningful phase estimation can be done only if the phase difference between two interfering optical waves has a very narrow (by the optical scale) bandwidth, which is accessible with electronics. This holds only in the two cases: (1) Bandwidths of both optical fields are so narrow, that their difference is also narrowband; and (2) Bandwidth of the fields is large, but the phases are correlated such that their difference fluctuates much slower and can be measured with electronics. Those two cases are usually referred to as coherent addition of light. An obvious requirement for such a measurement to be successful is that both optical fields must exist at the same physical location. If this is not true and they are separated by at least a few dozen meters, phase fluctuations connected with the transport of light across the separating distance can lead to significant measurement errors. A similar problem arises if the fields are broadband and are correlated but with a significant shift in time, i.e. one of them should be delayed to meet the condition (2). The only way to delay optical signals is to let it propagate over some distance, but this, in turn, leads to additional phase fluctuations.
Our proposed key establishment scheme, Fig. 1 , uses a large-scale fiber Mach-Zehnder interferometer, which is set up between the two parties: Alice and Bob, such that they keep the couplers terminating the interferometer in protected locations. If the lengths of the interferometer arms are equal, a very broadband optical signal used as the input will satisfy the coherence conditions, and the output power, or the splitting coefficient, will fluctuate at a slow frequency. Alice and Bob can track these changes and use this function to generate a secret key. As mentioned earlier, these power fluctuations are due to the ever-changing optical path length, which is a result of thermal and mechanical effects in the fibers. If the distance between Alice and Bob is relatively long (a few km and more), phase fluctuations in the interferometer are large enough to create a unique pattern measurable only by Alice and Bob but not by Eve. It can be easily converted to a secret key, which then can be used for conventional cryptography.
Below we analyze possible vulnerabilities of the system and formulate an adversary model that we use throughout this work. We also summarize all necessary precautions that should be taken to ensure proper security of the system against eavesdropping.
Phase measurements by the adversary
If a broadband light source with a bandwidth beyond the capabilities of electronics is used by legitimate users, the assumptions about light interference stated above imply that the only way for Eve to perform phase measurement is if the signals from the two arms of the interferometer can be mixed such that coherence condition is satisfied. That means that Eve must ensure that the the two alternative light paths to the mixing point have the same lengths.
A possible strategy for Eve is illustrated in Fig. 4 . She taps into both fibers as shown, dividing the interferometer into four segments From a practical point of view, even this simple job requires precise optics, electronics and significant of engineering art to be successful. Eve needs to make sure that her setup, including tapping into the interferometer, precise optical path length adjustments and the effects of a light mixing tool, do not introduce any phase jitter significant for the operation of the legitimate key extraction algorithm. Moreover, since the measurable quantity is light intensity, but not the phase itself, she needs to perform corresponding analysis to extract phase fluctuations in both parts of the original interferometer and add them together to obtain the expected phase difference in the interferometer as a whole. Even so, she won't have the exact pattern observed by Alice and Bob since there is an ambiguity in choosing a constant phase shift between the two signals.
Each of the operations performed by Eve, in the real world, introduces distortions and errors compared to the pure signal measured by Alice and Bob. Slow phase drift in Eve's setup is also unavoidable, so even in this case Eve will have additional randomness not observed by Alice and Bob. As we mentioned earlier, although there are no fundamental limits preventing Eve from successful eavesdropping, there are always many practical/realistic limitations.
To increase protection of the system from such an attack, Alice and Bob may create strong asymmetry in the system by placing additional spans of fiber at their protected locations, as shown in Fig. 5 . The length of these fiber spans should be large enough to create randomness comparable with the randomness generated by unprotected fibers. In this case to satisfy the coherence condition for the two light fields, Eve will have to apply a delay matching the length of the additional fiber spans, i.e. she will need to use the same length of fiber to match it. The fibers used by Eve cause practically unavoidable random phase fluctuations in the delay line, which will corrupt her measurements. A similar modification improving the scheme's security may involve increasing the physical separation of the two interferometer fibers. If the fibers are installed at a significant distance from each other, Eve will have to necessarily cover this distance with her fibers, which also introduces additional phase distortions.
It has to be mentioned here that there exist methods of partial phase stabilization in fiber optical links, which have had improvement recently [25, 29, 33, 34] . However, there is always some residual phase jitter, which is required to make the feedback in such schemes work. From a conceptual point of view, unavoidable phase distortions introduced by the Eve's setup lead to poor predictability of the signal measured by Alice and Bob.
Active intrusion attack
All hardware implementations of even flawless key distribution techniques, such as quantum cryptography, have a number of vulnerabilities connected with particular hardware realization, which may not distinguish between correct system operation and a smart intrusion into the system. This is supported by a number of successful attacks performed against commercial quantum key distribution systems [35] [36] [37] [38] . In this sense our system is not an exception and needs to be protected from such attacks.
To stay within specifications, the system has to make sure that the measured intensity fluctuations are the result of interference between two broadband optical signals. Both conditions of being broadband and being a result of interference are essential here. For example, Eve may cut both fibers of the interferometer and send an intensity-modulated signal through one of the fibers to Alice and Bob. Alice and Bob still will observe intensity fluctuations, but those will be under total control by Eve. In this case, the interference condition is not met. Alternatively, Eve can use narrowband spectral filters, to limit optical bandwidth of the signal received by legitimate users. This will make the phase measurable by a standard heterodyne method, thus disclosing the distributed key. This violates the requirement of receiving broadband light.
If both conditions are met, then the system will work properly. Therefore, constant monitoring of incoming light is important for system security. The first condition is measurable by tapping into both fibers before the coupler and monitoring optical power. Each of the arms should have no intensity modulation, while their interference result is modulated due to the phase fluctuations. The second condition may be easily tested by looking at interference of the same signals with an additional delay in one of the arms. If the delay is larger than the coherence time for the broadband light, no power fluctuations will be seen. If a narrowband light is substituted instead, its coherence time is much larger and thus two beams will interfere giving the same pattern as the main system output.
Other considerations
The essential point behind the adversary model that we use in this work is Eve's inability to make direct measurements of optical phase in a broadband optical signal and her inability to transmit (delay) optical signals via long distances without introducing extra phase jitter. Again, we note that these limitations are not fundamental, but are rather based on the practical difficulty of implementing these tasks. Besides the two assumptions mentioned above, several other assumptions are important.
As most other schemes, including quantum key distribution, the proposed technique does not provide authentication, which makes it potentially vulnerable to man-in-the-middle type attack. In our analysis, we assume that Alice and Bob have access to an authenticated public channel, which can be listened to but not modified by Eve. This allows them to exchange information for constructing correlated bit sequences from the analog waveforms and to perform error correction in the obtained raw keys. To prevent a man-in-the-middle attack, Alice and Bob may choose to publicly exchange some portion of the generated key to make sure the interferometer is set up directly between them and not between each of them and Eve.
We also assume that the key distribution algorithm is known by Eve. Eve may tap into the arms of the interferometer and make any practically possible measurements of the transmitted light. She is assumed to know all characteristics of the particular experimental realization, meaning any practically measurable quantities. What she cannot do is to predict or indirectly measure phase fluctuations in the fibers, based on measurements of the environment where the fibers are placed. Even if it is potentially tractable for unprotected spans of fiber, fiber spans kept at protected areas controlled by Alice and Bob introduce additional randomness, completely unpredictable by Eve.
A strong advantage of the proposed approach is that the main source of randomness used for key generation is a many kilometer long distributed system rather then a local noise source, which can be controlled or affected by the adversary. Thus any attempts of controlling the system locally fail because there is enough randomness created by the uncontrolled parts of the system. One potential vulnerability, which is easily avoided, is artificial creation of excessive phase noise by Eve, such that it provides much stronger phase fluctuations than the system normally has. In this case most of the entropy in the generated key will be caused by Eve rather than by normal phase fluctuations. To prevent this, system designers should estimate the expected key generation rate and shutdown the system if it experiences much faster phase fluctuations. In other words, key generation rate should not exceed the entropy rate of the normal phase fluctuations in the fibers, even if the measured phase fluctuations allow for a significantly faster key generation.
Experimental realization

Experimental setup
Our experimental setup is schematically shown in Fig. 6 . It contains two independent broadband amplified spontaneous emission (ASE) sources, ASE1 and ASE2. Each of them is an erbium-doped fiber amplifier (EDFA) working without input signal and a thin film bandpass filter, limiting the bandwidth to 155 GHz FWHM. Central wavelengths of the two sources are the same within the precision of the available off-the-shelf filters used. The signal is then pre-amplified to reach the power of approximately +6 dBm at the interferometer input. The single-mode fiber used in the interferometer is a standard Corning SMF-28e fiber. The arms of the interferometer also contain a polarization controller (PC) and a variable delay line (T), to allow relative polarization and length adjustment of the two arms. The total length of the interferometer is approximately 26 030 m, which corresponds to the total propagation delay of 127.5 µs. Photodetectors used in the setup are broadband pre-amplified DC-coupled GaAs PIN photodiodes, going up to 10 GHz frequency.
Adjustment of the interferometer includes two steps: equalization of the arm lengths and tuning the polarizations and optical powers. The first one is the most critical, because without length equalization beating between the signals in the two arms is very broadband (roughly 150 GHz) and thus cannot be measured. The coherence length of the signals L coh ≈ c/∆ν ≈ 2 mm. The measured spectrum of the signal used is shown in Fig. 7(a) . Due to its noise-like nature the spectrum is also very noisy on top. When the arms of the interferometer are exactly equal, the amplitude of detected power oscillations is maximal, but changing the delay in one of the arms decreases it until no oscillations are observed. The measured amplitude of oscillations versus change of the delay is shown in Fig. 7(b) with black markers. Ideally, the shape of this curve should be the same as the Fourier transform of the signal spectrum, which is shown in the figure as a red line. Both shapes are very similar, however the experimental one does not decay to zero in its minima.
The second stage of adjustments is required to ensure that light polarizations at the output coupler are not orthogonal to each other and the powers are approximately equal. If polarizations are orthogonal, the light fields do not interfere and the output power is just one half of the sum of the input powers, i.e. it remains constant. If two polarizations are aligned, the interference result spans from zero (destructive interference) to the sum of the input powers (constructive interference). This is correct if the two interfering light fields have the same in- tensity, which is always the case in this setup. Any offsets from these ideal conditions slightly decrease the depth of the observed oscillations, however as long as oscillations are visible, it is possible to use them for generation of the key.
Key extraction
Once the hardware is set up and functioning, Alice and Bob need a protocol for extracting binary keys from the received analog waveforms, measured by photodetectors. Similar algorithms were explored in a series of publications about wireless physical layer security [39, 40] . In the present work we focus our attention on estimating the achievable key generation rate, which is one of potential figures of merit for key distribution techniques. Implementation of any key extraction scheme requires knowledge of statistical properties of raw waveforms. In our demonstration we digitized obtained waveforms using a 16-bit data acquisition board (National Instruments USB-6211) at a sampling rate of 20 kHz. An example of measured waveforms is shown in Fig. 8 , where two signals measured by Alice and Bob are shown versus the same time scale. The waveforms look similar, however there are noticeable differences between them. The differences appear mainly because of the finite time it takes for light to go through the interferometer, so the state of the fiber may be different for the forward and backward light waves. Thus interference conditions may be also slightly different resulting in discrepancies between the received waveforms. Fig. 9 . FFT power spectrum of a single channel and a difference between the two channels. The power suppression of the channel difference at frequencies below 400 Hz is due to high correlation of the waveforms at low frequencies.
To visualize this we calculated power spectra for one of the measured channels and for the difference between the two channels. Both spectra are presented in Fig. 9 . As follows from the figure, spectral components above 400 Hz are almost decorrelated, resulting in the same spectrum on both plots, while lower frequencies exhibits significantly lower power for the difference than for a single channel. This indicates strong correlation between the two channels at frequencies lower 400 Hz.
From a theoretical point of view, obtaining correlated waveforms, requires that the state of the fiber does not significantly change for the time of flight, equal to τ ≈ 130µs, which results in the maximum frequency of correlated fluctuations ν max = ∆ϕ/(2πτ) = 380 Hz, if the phase error is ∆ϕ = π/10. This reasonable agreement between the experiment and the theory suggests that our simple model is adequate for the system. Another interesting figure is the linear correlation coefficient and its behavior under time shifts. Since correlations between the two signals are linear, i.e. waveforms just repeat each other, the linear correlation coefficient is a good measure of waveform similarity. In Fig. 10 we show auto-and cross-correlation functions with respect to the time shift. Cross-correlation at zero time shift, i.e. maximum cross-correlation, shows how similar the two waveforms are, while the width of the correlation curves indicates the decorrelation time. As follows from the figure, the maximal cross-correlation coefficient is 0.75 so one can expect significant similarities between the waveforms. The full decorrelation time for our realization is less than 2 ms, so the system has no memory longer than 2 ms. Any two measurements taken with the time interval between them larger than 2 ms results in completely independent numbers.
Based on the provided analysis, we implemented a simple key extraction protocol, which uses level crossings or excursions [40] . First, the waveforms are scaled to get unity variance and shifted to remove any DC offset. Then each waveform is processed to find continuous blocks of samples with values |x i | > 0.9, which is an empirically chosen threshold. Each such block represents an "excursion" potentially suitable for extracting a bit of information. Then Alice tells Bob time indexes of starting and ending samples in each of the found excursions. This implies that Alice and Bob have synchronized clocks, which could be easily done using global GPS-based timing. Bob compares excursions that he found with those found by Alice, and if they overlap labels the sample in the middle of the overlapping region. When labeling, Bob must ensure that the time distance between adjacent labeled samples is larger than the decorrelation time, to avoid any correlations between bits in the raw key. Based on the labeled indexes, he constructs his raw key using bit '1' if the value lies above the positive threshold and '0' if it lies below the negative threshold. He also sends all labeled indexes to Alice and she constructs her raw key in the same manner. For key extraction, we used 500 000-sample blocks of data, representing 25-second time intervals. Each block was processed independently. The discussed simple method of key extraction demonstrated an average raw key generation rate of 160 bits/s with less than 4% bit errors between Alice and Bob. This relatively low bit error rate can be easily corrected using conventional information reconciliation and privacy amplification algorithms, e.g. using the cascade protocol popular in quantum key distribution [41] . The obtained secret key rate is probably not high enough for the true one-time-pad data encryption, as has been used in some modern quantum key distribution systems with key rates of 10s and even 100s of kbits/s [44] . However, use of the one-time-pad for encryption is generally avoided in modern cryptographic settings due to its malleability. That said, though, we note that a key generation rate of 160bps is not only more than sufficient for generating fresh key material to be used in symmetric encryption algorithms, such as AES, but also is comparable with the performance of current commercial systems, e.g. ID Quantique Cerberis providing around 400bps over 13 km [44] . In fact, typical higher layer security services, such as 802.1X, recommend that keys be changed on the order of once an hour, and our method is ideal for feeding such security services since it can refresh 256-bit keys several times per minute.
Another way of estimating achievable key generation rate is based on mutual information calculations between samples obtained by Alice and Bob. We used two different algorithms for mutual information estimation: one based on adaptive binning [42] and the other using knearest neighbor distance [43] . Mutual information for a single sample measured by Alice and Bob was found from a series of 500 000 samples taken at time intervals of 3 ms to ensure their independence. Both algorithms demonstrated very similar results equal to 0.51 ± 0.02 bits per measurement. Taking independent samples every 2 ms will results in the mutual information rate of more than 250 bits/sec. This is only slightly more than we obtained from a very simple excursion-based protocol because in this estimation we only assumed one sample per decorrelation time, while taking into account a shape of the waveform within this interval will result in a much larger value for mutual information. Thus, improvement of our algorithm towards optimality should easily be able to deliver at least 250 secret key bits per second, and is part of our ongoing work.
Conclusion
We proposed and experimentally demonstrated a method for secret key distribution based on the physical properties of fiber optical communication lines. Unlike most of the other approaches to physical layer security in fiber optical networks, our method does not require any pre-shared secret information and works under the assumption that the adversary has a comprehensive knowledge about the system. Protection of the system is based on the practical incapability of measuring optical phase difference between two incoherent broadband beams of light.
The demonstrated key distribution method uses a large-scale Mach-Zehnder interferometer covering the entire distance between the communicating parties. Random variations of the optical phase in the interferometer arms causes correlated intensity fluctuations, which are, in turn, observed by the parties. A secret key is generated from the obtained fluctuation patterns, which are the same at both ends of the interferometer. One necessary requirement for achieving secure key distribution with this method is the availability of a public authenticated communication channel between the users to avoid a man-in-the-middle attack. Our laboratory demonstration, which is quantitatively very similar to what is used in commercially installed fiber links, showed a key generation rate of 160 bits/s over 26 km link with the average bit error rate of less than 4%. The use of more efficient key extraction algorithms is expected to result in a higher key generation rate. Overall, both the key generation rate and the maximum reach distance are comparable with those in commercial QKD systems, while using bi-directional EDFAs may help to substantially outperform QKD in terms of communication distance.
